
See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/361298398

A Study of Interference Analysis Between mmWave Radars and IEEE 802.11AD

at 60 GHz Bands

Article  in  International Journal of Wireless Information Networks · September 2022

DOI: 10.1007/s10776-022-00564-9

CITATIONS

3
READS

520

6 authors, including:

Kaveh Pahlavan

Worcester Polytechnic Institute

394 PUBLICATIONS   11,289 CITATIONS   

SEE PROFILE

Haowen 'John' Wei

Columbia University

5 PUBLICATIONS   28 CITATIONS   

SEE PROFILE

Seyed Zekavat

Michigan Technological University

215 PUBLICATIONS   2,771 CITATIONS   

SEE PROFILE

All content following this page was uploaded by Haowen 'John' Wei on 27 March 2023.

The user has requested enhancement of the downloaded file.

https://www.researchgate.net/publication/361298398_A_Study_of_Interference_Analysis_Between_mmWave_Radars_and_IEEE_80211AD_at_60_GHz_Bands?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/361298398_A_Study_of_Interference_Analysis_Between_mmWave_Radars_and_IEEE_80211AD_at_60_GHz_Bands?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kaveh-Pahlavan?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kaveh-Pahlavan?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Worcester-Polytechnic-Institute?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kaveh-Pahlavan?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Haowen-Wei-3?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Haowen-Wei-3?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Columbia-University?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Haowen-Wei-3?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Seyed-Zekavat?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Seyed-Zekavat?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Michigan_Technological_University?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Seyed-Zekavat?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Haowen-Wei-3?enrichId=rgreq-1efa34eab9425c83cdd54fb4825e6b63-XXX&enrichSource=Y292ZXJQYWdlOzM2MTI5ODM5ODtBUzoxMTQzMTI4MTEzMDc1MjMzNUAxNjc5OTE5MzYxNDE0&el=1_x_10&_esc=publicationCoverPdf


Vol.:(0123456789)1 3

International Journal of Wireless Information Networks 
https://doi.org/10.1007/s10776-022-00564-9

A Study of Interference Analysis Between mmWave Radars and IEEE 
802.11AD at 60 GHz Bands

Shiyu Cheng1  · Kaveh Pahlavan1 · Haowen Wei1 · Zhuoran Su1 · Seyed Reza Zekavat2 · Ali Abedi3

Received: 1 September 2021 / Revised: 9 May 2022 / Accepted: 16 May 2022 
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2022

Abstract
This paper presents an empirical analysis of the mutual interference between the IEEE 802.11ad communication link and 
the Texas Instruments (TI) millimeter wave (mmWave) radar in 60 GHz bands. We study the impact of IEEE 802.11ad 
communication link on the mmWave radar coverage and precision, and we model the impact of mmWave radar interfer-
ence on the IEEE 802.11ad wireless communication packet loss rate. The paper investigates interference based on the angle 
between the interfering multiple input multiple output (MIMO) beamforming antennas of the two devices. We benefit from 
the Cramer-Rao Lower Bound for the analysis of precision degradations of the mmWave radar due to interference from the 
IEEE 802.11ad, and we benefit from empirical path-loss models to analyze the impact of the interference on coverage of 
the radar. We measure the empirical packet loss rate of the IEEE 802.11ad due to the interference from the mmWave radar 
in a laboratory testbed.

Keywords IEEE 802.11ad · mmWave radar · Interference analysis · Modeling

1 Introduction

Recently, intelligent spectrum management and regulations 
for exponentially growing number of radio frequency (RF) 
devices have attracted considerable attention to enable a 
new paradigm in spectrum management [1]. The evolution 

of the new paradigms in intelligent spectrum management 
demands more in-depth understanding of interference analy-
sis among these RF devices. Two major categories of RF 
devices are wireless communications devices like Wi-Fi 
and cellular networks, and wireless positioning devices like 
radars. Cellular networks and long range radars operate in 
licensed bands, while Wi-Fi and short-range radars operate 
in unlicensed bands. Interference is inherent to unlicensed 
band operation when devices are in the proximity of each 
other. Analysis of this interference is complex because it 
involves physical and medium access control of the RF 
communication devices as well as details of signal design 
for radars. The mmWave devices have emerged to address 
spectrum scarcity. Both IEEE 802.11ad and mmWave radar 
operate in the unlicensed mmWave 60 GHz band.

IEEE 802.11ad standard operates in mmWave unlicensed 
band to support multi Gbps throughput [2]. This standard 
uses beamforming with MIMO antennas to deal with the 
problem of high attenuation and the exponentially growing 
demand on the data rate. Benefitting from the multi Gbps 
throughput of the IEEE 802.11ad, many novel applications 
have been developed. With the emergence of IEEE 802.11ad 
devices, large documents can be downloaded from the cloud 
with minimal delay, video games benefitting from virtual 
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reality may operate with higher performance, and large files 
can be exchanged at higher data rates.

In addition, the growth of the wireless networking indus-
try has paved the way to the commercial success of low-cost 
mmWave radars operating on unlicensed bands. They have 
been leveraged on modern cyberspace applications such as 
human–computer interaction, gesture and motion detection, 
authentication, and security [3].The mmWave radar operat-
ing at 60–64 GHz is a crucial technology on the Internet of 
things (IoT) for its capability of detecting the range, veloc-
ity, and the angles-of-arrival of signals with sub-centimeter 
range accuracy, and they have been used in the automotive 
industry for short-range collision detection. The interference 
generated by these radars could impact mmWave wireless 
communications devices such as Wi-Fi.

Historically, interference in the unlicensed band was 
first addressed by the IEEE 802.15.2 to analyze the mutual 
impacts of IEEE 802.11b and Bluetooth on quality of wire-
less communications for each of the devices [4]. Some 
recent works analyze the interference between radar and 
communication systems working on S-band. Authors in [5] 
use an experimental study to analyze the interference on 
commercial cellular communication system from air traffic 
control radar. A theoretical analysis of interference created 
by commercial cellular on military radar systems is inves-
tigated in [6]. Another set of works focus on the analysis 
of the interference between communication and frequency-
modulated continuous-wave (FMCW) radar, which operate 
on unlicensed bands. In [7], authors study FMCW radar 
interference effects on IEEE 802.11n Wi-Fi communication. 
They set the FMCW radar as the interference source and 
change the interference to signal power ratio. The research 
reported in [5] -[7] focus on the wireless systems working 
on 3.5 GHz and 2.5 GHz bands. In [8], authors address the 
analysis of the interference between radar and communica-
tion systems working on mmWave bands theoretically, with-
out resorting to empirical data for validation of the results. 
In [9], authors analyze the interference between multiple 
IEEE 802.11ad operating at 60 GHz on the inter-vehicular 
communication link quality for applications such as the real-
time transmission of high-definition video streams. Authors 
in [10] assess interference between multiple mmWave radar 
devices. However, the interference between IEEE 802.11ad 
and mmWave radars operating at 60 GHz mmWave bands 
has not received adequate attention.

This paper investigates a methodology for the analysis of 
the interference between IEEE 802.11ad and TI mmWave 
Radar operation around 60 GHz where the frequency chan-
nels of the two mmWave systems are overlapped. It offers 
a comprehensive analysis and validates them with an 
empirical analysis of mutual interference between IEEE 
802.11ad wireless communication devices and the mmWave 
radars operating on 60 GHz unlicensed bands. The paper 

examines IEEE 802.11ad and TI mmWave radar interfer-
ence via designing a testbed. The model of interference is 
built based on the distance and the angle-of-arrival (AOA) of 
IEEE 802.11ad communication link. The paper analyzes the 
influence on the coverage and precision of the radar-based 
on the signal to the interference ratio (SIR) and Cramer-
Rao Lower Bound (CRLB). We demonstrate that when the 
IEEE 802.11 interference is close to the mmWave radar, 
the detection range of the radar will decrease significantly, 
while precision of the radar remains almost the same. An 
interference time ratio model is used to analyze the increase 
of the packet loss rate of the IEEE 802.11ad communication 
when interference from the mmWave radar is introduced. By 
tuning the frame rate of the radar, we change the time ratio 
of the interference. The empirical measurement of packet 
loss rate is compared with the analytical results based on the 
interference time ratio model. With the increase of the frame 
rate, the packet loss rate (PLR) increases as well, when the 
frame rate is 30 frames per second, the experimental PLR is 
18% and the analytical PLR is 15.55%.

The rest of this paper is organized as follows. Section II 
introduces the background of this research by explaining 
the detailed method of operation of the IEEE 802.11ad and 
the TI mmWave radar. Section III studies the impact of the 
IEEE 802.11ad communication link on the coverage and 
precision of the TI mmWave radar. Section IV investigates 
the impact of the TI mmWave radar on the packet-loss rate 
of the IEEE 802.11ad communication link. Section V intro-
duces the future work. Section VI concludes the paper by 
summarizing the results of the analysis.

2  Background in IEEE 802.11ad 
and mmWave Radar Interference

The objective of this study is to measure the interference 
between the IEEE 802.11ad and mmWave radars operating 
in overlapping frequencies at unlicensed mmWave around 
60 GHz bands. The IEEE 802.11ad standard supports wire-
less communications at unlicensed mmWave band which 
covers from 57.24 to 70.20 GHz. The frequency band has 
6 subdivided channels, and the bandwidth for each channel 
is Bc = 2.16 GHz, which supports the data rate up to 6.75 
Gbps. The standard recommends MIMO antenna systems 
with beamforming capabilities to deal with high attenuations 
at 60 GHz. To conduct our experiments, we use a pair of 
IEEE 802.11ad RBwAPG-60ad devices at center frequency 
of 62.64 GHz, which are manufactured by Mikrotik. The 
short-range TI mmWave radar operating at 60–64 GHz [11], 
whose bandwidth is Br = 4 GHz, has also emerged for short 
range micro-gesture and motion detection [3] as well as 
short distance ranging [12]. The mmWave radar uses short-
wavelength electromagnetic waves to detect objects based 
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on the transmitted signals and the received signals, which 
are reflected from objects. These two devices could interfere 
with each other, when their bands overlap.

To design our testbed, we used the TI’s FMCW mmWave 
radar, which detects the position of the objects based on 
the frequencies of the transmitted signal and the received 
signal. Figure 1 shows the structure of FMCW frames. In 
linear FMCW radars, the frequency of transmitter (TX) 
signal changes linearly with time. The signal sweeps the 
bandwidth which is referred to as a chirp. Between each 
two chirps, there is an inter-chirp idle time. In each frame, 
it contains a series of chirps and followed by inter-frame 
idle time. Frame rate represents the number of frames in 
one second. As shown in Fig. 2, an FMCW radar transmits a 
series of chirps and receives signals reflected from an object 
at the receiver (RX). The RX signal is time delayed but has 
the same linear ramp form as the TX signal. The FMCW 
radar mixes the TX signal and RX signal to generate the 
intermediate frequency (IF) signal, whose frequency is the 
difference between the instantaneous frequencies of the TX 
signal and RX signal.

As introduced in [13], the propagation delay is

where � is the propagation delay, d is the distance between 
the radar and the object, and c is the speed of the light.

Therefore, the relationship between the frequency of IF 
signal and the distance between the radar and the object is

where fIF is the frequency of IF signal, S is the slope of the 
chip, � is the propagation delay, d is the distance between 
the radar and the object, c is speed of light.

The range resolution ( Rres ) of FMCW radar is the mini-
mum distance between two different targets for the radar 
to separate them. According to (2), the difference in their 
IF frequencies ( Δf  ) is

where Δd is the distance between two targets. The difference 
in their IF frequencies should be larger than the reciprocal 
of the time of the chirp to resolve two signals reflected from 
two targets:

where Tc is the duration of a chirp. Therefore,

Since the sweep bandwidth of the chirp of the FMCW 
radar ( Br ) corresponds to

where Br is the sweep bandwidth of the chirp of the FMCW 
radar.

The range resolution ( Rres ) of FMCW radar is

The mmWave radar  used in  th is  paper  is 
IWR6843AOPEVM, which works on the 60–64 GHz band. 
It can be used by vehicles to enjoy a safer driving experi-
ence and be used by specific applications to detect human 
gestures. With the development of the IoT industry, IEEE 
802.11ad devices and mmWave radar will be widely used 
in our daily lives.

(1)� =
2d

c

(2)fIF = S × � =
2d × S

c

(3)Δf =
2Δd × S

c

(4)Δf >
1

Tc

(5)
2Δd × S

c
>

1

Tc
⇒ Δd >

c

2 × S × Tc

(6)Br = S × Tc

(7)Rres =
c

2Br

Fig. 1  Frequency-modulated continuous wave (FMCW) chirp radar 
frame structure for periodic sweep with inter-frame idle times as well 
as inter-chirp idle times

Fig. 2  The time–frequency relation between the transmitted and the 
received signal and their associated parameters, S is the slope of the 
chirp and � is the propagation delay. The difference in transmitted 
and the received frequencies is S × � , used to calculate the distance 
between objects and the radar
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3  IEEE 802.11ad Interference to mmWave 
Radar

In radars, we have two issues which are range and precision. 
The range is calculated from the signal to the interference 
plus noise ratio (SINR) and precision is affected by band-
width, SINR, and measurement time. To analyze the SINR, 
the power of the radar signal (PS) and the power of the inter-
ference signal (PI) should be calculated. The signal power is:

where Ptr
 is the output power of the radar, GTXr

 and GRXr
 

represent the antenna gains of the radar TX and RX, � is the 
radar cross-section (RCS) of the object, �r is the wavelength 
of the radar signal, and d is the distance between the object 
and the radar.

The power of the interference source is

where Ptc
 and GTXC

 are the output power and antenna gain of 
the transmitter of the IEEE 802.11ad device, �c is the wave-
length of the IEEE 802.11ad communication signal, and r 
is the distance between the radar and the IEEE 802.11ad 
transmitter. The value of GRXr

 is related to AOA.
Therefore, the SINR is

where PN is the power of thermal noise. In this scenario, 
since the mmWave radar is close to the IEEE 802.11ad TX, 
PI is much stronger than PN , therefore the thermal noise is 
negligible.

3.1  A Testbed for Measurement of the SINR

Figure 3 shows the basic scenario for empirical measurement 
of the received signal at the radar from the IEEE 802.11ad 
as an object close to the radar when the IEEE 802.11ad is on 
and off. When the 802.11ad TX is off the received signal at 
the radar is PS . In addition, when the IEEE 802.11ad is on, 
we can measure PI at the radar. In this scenario, we meas-
ure the distance, r, between the IEEE 802.11ad transmitter, 
which is the interference source as well as the target, and 
mmWave radar, and AOA, �.

(8)

⎧
⎪⎨⎪⎩

PS =
Ptr

GTXr
�GRXr

�
2
r

(4�)3d4

PS(dB) = −40 log10(d) + 10 log10
Ptr

GTXr
�GRXr

�
2
r

(4�)3

(9)

⎧⎪⎨⎪⎩

PI =
Ptc

GTXc
GRXr

�
2
c

4�r2

PI(dB) = −20 log10 r + 10 log10
Ptc

GTXc
GRXr

�
2
c

4�

(10)

{
SINR =

PS

PI+PN

≈
PS

PI

SINR(dB) ≈ PS(dB) − PI(dB)
,

The testbed is built in a laboratory environment. As 
shown in Fig. 3, TX and RX are set apart for 7.5 m. To meas-
ure PS , the TX and RX are turned off, the TX is set as the 
target, the distance between radar and target, r, is changed 
from 0.6 to 2.1 m. To measure PI , the TX and RX are turned 
on, the TX is set as the interference source, the distance 
between radar and TX, r, is changed from 0.7 to 2.2 m, and 
in each location, the radar is rotated to make AOA, � , equals 
to 0, 30, and 60 degrees separately.

The frame rate of the radar is set as 10 frames per sec-
ond, the range resolution is set as 0.044 m, the maximum 
unambiguous range is set as 9.02 m, and the maximum radial 
velocity is set as 1 m per second. The software used to detect 
the object is mmWave Demo Visualizer 3.5, provided by 
Texas Instruments. It uses the Constant false alarm rate 
(CFAR) algorithm to detect the object. The radar uses this 
software to plot the relative RSSI for different objects with 
different distances. The received power and distances of the 

Fig. 3  Scenario for the IEEE 802.11ad communication link inter-
ference to TI mmWave radar. a The IEEE 802.11ad TX is set as the 
interference source and detected target for the radar. b The distance 
between IEEE 802.11ad TX and RX is fixed as 7.5 m. The distance 
between the IEEE 802.11ad TX and radar is r. When the TX is turned 
off, we move the radar away from the TX to measure the P

S
 ; When 

the TX is turned on, we move the radar away from the TX and rotate 
the radar to make the interference signal from IEEE 802.11ad TX has 
different angle of arrival, and measure the P

I

Content courtesy of Springer Nature, terms of use apply. Rights reserved.
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objects can be used for modeling the received signal strength 
indicator (RSSI). In this software, people can set parameters 
such as the number of frames per second, the threshold for 
the algorithm to detect the object, etc., and read the relative 
power and the distance of the target.

Figure 4a shows the results received by mmWave Demo 
Visualizer that is accessible in [14]. The blue line represents 
the power of the signal, the green line represents the noise 
floor, and the orange points represent the detected objects. 
It is shown in Fig. 4a that when the IEEE 802.11ad commu-
nication is turned off, the radar can detect multiple objects 
with different distances. Figure 4b shows that when the IEEE 
802.11ad communication is turned on, it reduces the SINR 
of strong targets and buries week targets.

3.2  An Empirical Models for SIR

In the tests conducted in the laboratory, the detected object 
is IEEE 802.11ad TX, therefore, the RCS is fixed in the 
experiment. The model of received signal strength of radar 
is shown in Fig.  5a, where Ps is the power of received 
signal strength of radar. According to (8), we assume the 
model has an ideal path loss exponent, and the component, 
10 log10 Ptr

GTXr
�GRXr

�
2
r

/
(4�)3 , is gotten through linear fit. 

The model is

(11)Ps(dB) = −40 log10 r + 101.7

where r is the distance between the radar and a target. In this 
model, the mean value of the shadow fading is –0.04 dB, 
and the standard deviation of the shadow fading is 3.78 dB.

In our laboratory tests, the radar is moved away from 
the RX and rotated to make AOA, � , equals 0, 30, and 
60 degrees respectively. The PI model in dB is shown in 
Fig. 5b. Based on (9), the interference path loss exponent 
will be 2, and based on Fig. 5b the overall interference path 
loss model is

where r is the distance between the radar and the TX, and 
� is AOA, whose range is restricted from 0 to 60 degrees 
because the azimuth field of view of the mmWave radar is 
120 degrees. In this model, the mean value of the shadow 
fading is 0.004 dB, the standard deviation of the shadow 
fading is 1.07 dB. In (7), the coefficient of cos(�) repre-
sents the relationship between AOA and the antenna 
gain of RX, which is modeled based on the datasheet of 
IWR6843AOPEVM radar [15].

The SINR is calculated from (10), based on the PS model 
and PI model. As the typical signal to noise ratio (SNR) 
value requirement for detecting the target is from 15 to 
20 dB. We assume the SNR that is needed to detect the 
object is 20 dB and analyze the influence of the range the 
radar can detect when the IEEE 802.11ad communication 
is introduced. Figure 6 shows the SIR model. When the 

(12)PI(dB) = −20 log10(r) + 22 log 10(cos(�)) + 73.06

Fig. 4  Relative power of the detected objects a turn off the IEEE 802.11ad communication, b turn on the IEEE 802.11ad communication
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interference source is close to the radar, the detection range 
decreases significantly.

3.3  CRLB for Precision of the Radar

To analyze the influence of the accuracy of the radar, we 
use Cramer–Rao lower bound (CRLB). In classical estima-
tion theory, ranging and positioning are estimated based on 
single or multiple parameters, and CRLB is a mean for the 
calculation of the variance of those parameters [16]. In [17, 
18], the CRLB of the FMCW radar is

where c is the speed of light, SNR is the signal to the noise 
ratio, N is the number of samples taken in the observation 
window, W is the bandwidth of the radar. In this scenario, we 
assume the distribution of the IEEE 802.11ad communica-
tion signal is the same as the thermal noise. The power of 
the thermal noise is neglected because it is far less than the 
power of interference. Therefore, when the interference is 
introduced, the CRLB is

The distance measurement error (DME) is

Given that the SNR for object detection is 20 dB, the 
CRLB and the DME can be calculated using (14) and 
(15), respectively. As shown in (7), Rres of FMCW radar 

(13)CRLB = var(r) ≥
3c2

(2�)2 × SNR × NW2

(14)CRLB = var(r) ≥
3c2

(2�)2 × SIR × NW2

(15)DME =
√
CRLB

Fig. 5  a Power of signal model in the laboratory scenario b Power of interference model in the laboratory scenario

Fig. 6  The coverage of the mmWave radar under the IEEE 802.11ad 
communication when the SIR is 20 dB
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is independent of SNR and therefore interference doesn’t 
change the range resolution. Based on the set parameters, 
range resolution is in the order of 0.04 m, while the DME 
reduces with SNR, and it is in the order of  10−4 m. Thus, 
DME is much less than range resolution and the impact of 
interference on range estimation would not be detectable.

4  mmWave Radar Interference to IEEE 
802.11ad

The interference applied by mmWave radar to IEEE 
802.11ad causes packet losses. Indeed, when the radar is 
on and operates in the same band as the IEEE 802.11ad the 
transmitted packets will be corrupted, and the packets will 
be counted as lost packets. As a result, we can establish 
a timing diagram to calculate the theoretical PLR caused 
by interference from the mmWave radar. To validate these 
results, we need a testbed to measure the packet loss rate. 
In this section, we first present a theoretical foundation for 
calculation of the effects of mmWave radar interference on 
PLR of the IEEE 802.11ad, then we introduce a testbed for 
validation of the theoretical foundation.

4.1  A Theoretical Foundation for Interference 
of Radar into IEEE802.11ad

In this paper, the IEEE 802.11ad device works on the SC 
mode, the center frequency is 62.64 GHz, and the bandwidth 
is 2.16 GHz. The TI mmWave radar is working on the band 
from 60 to 64 GHz. The interference time ratio model is 
introduced to analyze the interference between FMCW radar 
and communication [8]. The interference time ratio model 
is shown in Fig. 7. Bc represents the bandwidth of the IEEE 
802.11ad communication, Br is the bandwidth of mmWave 
radar. For the radar, every frame has 48 chirps, ramp end 
time is the sweep time for one chirp. Between each chirp, it 
has an inter-chirp idle time, and between each frame, it has 
an inter-frame idle time.

The interference time ratio is the time ratio in one frame 
that the frequency bands of mmWave radar and IEEE 
802.11ad communication are overlapped. As the radar is 
set close to the RX of IEEE 802.11ad communication, the 
power of interference is very high compared to the RSSI of 
the communication signal. Assuming that their frequency 
bands overlap, the packets will get lost, and the packet loss 
rate (PLR) is approximately equal to the interference time 
ratio and can be written as

where Bc is the bandwidth of IEEE 802.11ad, Br is the band-
width of mmWave radar, Nc is the number of chirps in one 
frame, tf  is the duration of the frame, and rf  is the frame rate.

4.2  Empirical PLR for Validation of the Theoretical 
Foundation

In this scenario, as is shown in Fig. 8, the IEEE 802.11ad TX 
and RX are set 3.6 m apart in the laboratory. The distance 
between the radar and RX is 40 cm. To increase interfer-
ence from radar to IEEE 802.11ad, the time ratio when the 
frequency bands of IEEE 802.11ad and mmWave radar are 
overlapped should be increased. As a result, the working 
time per second of the radar should be increased through 
changing the frame rate of the radar is changed from 10 
frames per second to 30 frames per second. Besides, to 
make the radar has a longer working time in every chirp, 
the ramp end time for every chirp is set as high as 200 �s , 
the inter-chirp idle time is as short as 8 �s , and the default 
number of chirps in one frame is set as 48 according to the 
setting of the datasheet. For the IEEE 802.11ad communica-
tion, the payload of the packet is set as 6000 Bytes, and the 
packet loss rate is measured under the UDP protocol. The 
software Iperf3 was used to measure the packet loss rate. 
The measurement time is 30 s, and the average value of 10 

(16)PLR ≈

Bc

Br

Nc

tf
=

Bc

Br

Nc

1

rf

Fig. 7  The sawtooth waveform 
of the millimeter-wave radar 
occupies Br bandwidth and 
IEEE 802.11ad occupies Bc 
bandwidth. When their frequen-
cies overlapped with each other, 
IEEE 802.11ad gets interference 
from the radar signal
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measurements is the experimental result in this experiment. 
When the interference is not introduced, the analytical result 
of the packet loss rate is 0, the experimental result of the 
packet loss rate is 0.0579%. Table 1 shows the analytical 
and experimental packet loss rates when we introduced the 
interference based on different frame rates. Figure 9 shows 
the relation between the packet loss rate and the frame rate 
of the radar. The experimental results are distributed around 
the analytical results.

5  Future Work

In the future work, we will set the testbed in different 
scenarios, such as corridors, open area, anechoic cham-
ber, faraday cage, etc., to test the interference between 
mmWave radar and IEEE 802.11ad. The mitigation tech-
niques which are used to improve the performance of 
mmWave radar and IEEE 802.11ad systems under inter-
ference should be analyzed in different scenarios to fully 
understand isolated and combined effect of various envi-
ronmental parameters such as reflection and scattering.

6  Conclusion

In this paper, the interference between IEEE 802.11ad and 
mmWave radar is analyzed. To analyze IEEE 802.11ad 
interference to mmWave radar, we build the PS and PI 
models of the radar within the laboratory environment and 
use SINR and CRLB to explain the influence on the range 
and the accuracy on the radar performance. As the RCS 
of the object is fixed, when the interference from IEEE 
802.11ad communication is introduced, the detection range 
of the radar decreases. Specifically, when the distance 
between the IEEE 802.11ad TX and the mmWave radar is 
0.4 m with a 0-degree AOA, the detection range decreases 
from 9 to 1 m, and the accuracy for the detected objects 
will not change. To analyze the mmWave radar interfer-
ence to IEEE 802.11ad communication, the interference 
time ratio model is introduced. When the frequency bands 
of IEEE 802.11ad and mmWave radar overlap, the IEEE 
802.11ad communication will interfere. When the frame 
rate of the radar is increased from 10 frames per second to 
30 frames per second, the theoretical ratio of time when 
the frequency bands of IEEE 802.11ad and radar increases. 
As a result, the theoretical packet loss rate increases from 
around 5–15%. The experimental results are close to the 
theoretical results. When the frame rate is 30 frames per 
second, the ramp end time is 200 �s , the packet loss rate 
increases up to 15%.

Fig. 8  Scenario for the TI mmWave radar interference to the IEEE 
802.11ad communication link. a The mmWave radar is set close to 
the IEEE802.11ad RX as the interference source. b The distance 
between the mmWave radar and the IEEE802.11ad RX is set as 
0.4  m, and the distance between the IEEE802.11ad TX and RX is 
3.6 m

Table 1  Analytical and 
experimental packet loss 
rates of the IEEE 802.11ad 
communication based on 
different configurations of 
mmWave radar

Frames per 
second

Ramp end 
time (μs)

Inter-chirp idle 
time (μs)

Inter-frame idle 
time (ms)

Packet loss rate 
(Analytical)

Packet loss 
rate (Experi-
ment)

10 200 8 90.02 5.18% 3.23%
15 200 8 56.68 7.78% 6.58%
20 200 8 40.02 10.37% 8.60%
25 200 8 30.02 12.96% 13.42%
30 200 8 23.35 15.55% 18%
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